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ABSTRAK
Perkembangan teknologi keuangan di Indonesia telah menggeser sistem keuangan
konvensional menuju layanan digital yang lebih cepat, khususnya dalam
perdagangan aset kripto yang memiliki karakteristik pseudonim, desentralisasi, dan
transaksi lintas batas, sehingga rentan disalahgunakan untuk tindak pidana pencucian
uang. Penelitian ini menggunakan metode yuridis normatif dengan sumber data yang
terdiri dari bahan hukum primer (seperti Undang-Undang Nomor 8 Tahun 2010
tentang Pencegahan dan Pemberantasan Tindak Pidana Pencucian Uang, Undang-
Undang Nomor 4 Tahun 2023 tentang Pengembangan dan Penguatan Sektor
Keuangan, serta Peraturan Otoritas Jasa Keuangan Nomor 27 Tahun 2024 tentang
Penyelenggaraan Perdagangan Aset Keuangan Digital Termasuk Aset Kripto) dan
bahan hukum sekunder (seperti literatur hukum dan jurnal akademik). Hasil
penelitian menunjukkan bahwa aturan hukum di Indonesia telah memiliki dasar yang
cukup kuat, namun masih terdapat beberapa kelemahan regulasi. Kelemahan tersebut
meliputi tidak adanya standar teknis keamanan biometrik untuk electronic know your
customer yang rentan terhadap manipulasi deepfake, tumpang tindih kewenangan
antara Otoritas Jasa Keuangan dan Badan Pengawas Perdagangan Berjangka
Komoditi, konflik antara kewajiban melaporkan transaksi mencurigakan dengan
perlindungan data pribadi, serta kesulitan pembuktian kepemilikan aset kripto karena
memerlukan kunci pribadi. Kesimpulan dari penelitian ini adalah perlunya
harmonisasi regulasi antar lembaga pengawas, pembentukan standar teknis
keamanan biometrik yang mengikat, serta penguatan kolaborasi antara Otoritas Jasa
Keuangan, Pusat Pelaporan dan Analisis Transaksi Keuangan, dan aparat penegak
hukum untuk memperkuat pencegahan tindak pidana pencucian uang di sektor aset

kripto Indonesia.

Kata Kunci: Perlindungan Sistem Keuangan Digital, Tindak Pidana Pencucian

Uang, Aset Kripto, Regulasi Financial Technology, Electronic Know Your Customer.
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ABSTRACT
The development of financial technology in Indonesia has shifted the conventional
financial system towards faster digital services, particularly in the trading of crypto
assets, which are characterized by pseudonymity, decentralization, and cross-border
transactions, making them vulnerable to misuse for money laundering. This study
uses a normative juridical method with data sources consisting of primary legal
materials (such as Law Number 8 of 2010 concerning the Prevention and
Eradication of Money Laundering, Law Number 4 of 2023 concerning the
Development and Strengthening of the Financial Sector, and Financial Services
Authority Regulation Number 27 of 2024 concerning the Implementation of Digital
Financial Asset Trading, Including Crypto Assets) and secondary legal materials
(such as legal literature and academic journals). The results of the study indicate
that the legal system in Indonesia has a fairly strong foundation, but still has several
regulatory weaknesses. These weaknesses include the lack of technical standards for
biometric security for electronic know-your-customer (eCustomer Know-Your-
Customer), which is vulnerable to deepfake manipulation; overlapping authority
between the Financial Services Authority (OJK) and the Commodity Futures Trading
Regulatory Agency (BKTF), conflicts between the obligation to report suspicious
transactions and the protection of personal data; and the difficulty of proving
ownership of crypto assets due to the need for private keys. The study concludes with
the need for regulatory harmonization between regulatory agencies, the
establishment of binding technical standards for biometric security, and strengthened
collaboration between the Financial Services Authority (OJK), the Financial
Transaction Reports and Analysis Center (PPATK), and law enforcement officials to

strengthen the prevention of money laundering in Indonesia's crypto asset sector.

Keywords: Digital Financial System Protection, Money Laundering, Crypto Assets,
Financial Technology Regulation, Electronic Know-Your-Customer Know-Your-

Customer.
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