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ABSTRACT 

PESMA  K.H Mas Mansur ums every year, there are a lot of students from 

many cities and countries who want to stay in the boarding house. Because of the 

increasing number of students, PESMA should increase the facilities. Internet is 

very important for staff and students. Staff accesses the internet to manage the 

data. Student accesses the internet to find and access the information and journal. 

Single Sign On (SSO) is a system which facilitates a user account for 

accessing the data in servers. This method is implementation at PESMA KH Mas 

Mansur UMS which integrate between information system and hotspot. Install 

and configuration SSO server, configuration  router hotspot. Student  doesn’t need 

to memorize many usernames and passwords, eases data processing. If each server 

has user data, then the user data processing (add, delete, edit) should be done in 

every server. By using SSO, only need one time process.  

The SSO implementation helps student for using information system and 

hotspot access with one account login that has been registered and helps 

administrator to organize data about user who access system. It is caused by the 

use of LDAP as single user data. Furthermore data is stored centrally in one 

server. After implementing SSO students need only to memorize one username 

and password to login to any information system and hotspot access. 
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INTRODUCTION 

Universitas Muhammadiyah 

Surakarta is one of the famous 

universities in Indonesia. There are a 

lot of students from many cities who 

studying in the university. In order to 

facilitate students, there is a unit 

which facilitate student to stay. The 

unit is International Boarding house, 

K.H Mas Mansur. People also call the 

boarding house as PESMA. Every 

year, there are a lot of students from 

many cities and countries who want 

to stay in the boarding house. 

Because of the increasing number of 

students, PESMA should increase the 

facilities. One of them is internet 

facilities.  

The need of internet is now 

urgent. Internet is very important for 

staff and students. Staff accesses the 

internet to manage the data. Student 

accesses the internet to find and 

access the information and journal.  

The use of internet is risky. Without 

good protection, the system can be 

broken by cracker. There should be a 

network security to ensure that the 

system is safe, especially access 

rights. 

Based on the above 

background, there should be a 

solution to authenticate access rights 

of account. The solution is Single 

Sign On (SSO) between LDAP 

authentication. This process will ease 

the user to use their account. Each 

user only needs one account to log in 

to some system, such as information 

system of PESMA and hotspot. This 

process uses encryption which can 

protect the system from cracking.  

Single Sign On (SSO) usually 

save the credentials in the centered 

server or a directory. Directory-based 

system needs high capability by 

replicating credential storage. In order 

to apply SSO, there must be a 

centered server and method of 

credential storage. Lightweight 

Directory Access Protocol (LDAP) is 

designed to update and search 

directory which are over TCP/IP 

network. There are developers which 

use LDAP as a services directory. 

The developers are Microsoft uses 

Active directory, Novell uses 

Novell® eDirectory™, and Netscape 

uses Netscape Directory server. Due 

to extensive use of LDAP directory, 



SSO should provide additional built-

in for LDAP. That is needed to ensure 

that the process can work effectively 

with modern infrastructure like now 

(Annonimous, 2006, Novel Inc). 

 

PREVIOUS WORK 

The author gets some 

literature that relates to the final 

project research.  

Futuh Hilmi, R. Rumani M, 

Budhi Irawan (2012), Identification is 

often encountered in the form of login 

using a username and password. 

There will be difficulties to manage 

the login if a user has a different login 

for each application system, because 

then one must be able to remember a 

lot of usernames and passwords. 

Single Sign-On (SSO) is a facility 

which provides convenience for the 

user login when browsing on the 

internet. By using this SSO, each user 

only needs to have one username. 

Users only need to use one account in 

order to use all the facilities available 

in the main web. Users do not need to 

remember multiple accounts. It can 

also facilitate the organization of 

existing user data, because using a 

centralized storage of user data. 

LDAP is used as a directory service 

protocol, where all user data is stored 

in the LDAP server. 

Ionut Andronache, Claudiu 

Nisipasu  (2011), Web Single Sign-

On is a feature offered by web 

applications that have a trust 

relationship, not necessarily within 

the same company. The goal of Web 

SSO is to provide authentication 

information for all the web 

application in the trust relationship, 

without requiring the user to login in 

each web application. The Open 

Group defines Single Sign-On as a 

mechanism whereby a single action 

of user authentication and 

authorization can permit a user to 

access all computers and systems 

where that user has access 

permission, without the need to enter 

multiple passwords. The most 

important security advantage that a 

SSO implementation offers is a 

common secure infrastructure, which 

can be carefully managed and 

protected. Think how important is to 

verify easily user security information 

and update when necessary rather 



than tracking down all operational 

system. This is particularly valuable 

when users move to new roles with 

different access levels. 

Rudy , Riechie , Gunadi  Odi 

(2009), Single sign-on (SSO) in a 

network environment typically store 

the credentials in a centralized server 

or in a directory. Directory-based 

system should provide the ability to 

replicate high credential storage. To 

provide better flexibility, a single 

sign-on must provide both a 

centralized server and the storage 

method of the credential. Lightweight 

Directory Access Protocol (LDAP) is 

designed for updating and searching 

directories that are running over the 

network TCP / IP. In a web 

application, would not be separated 

from the discussion of security. When 

evaluating the security of a web 

application, there is no known 

"CI4A" (Confidentiality, Integrity, 

Authentication, Authorization, 

Availability, and Accountability). 

Xiang, Ai-nong, Meng-Qiang 

(2008), The function of the uniform 

identity authentication service system 

is to establish a uniform system 

applied to all the system. This system 

manages all the users information by 

employing the unique user 

information database. Instead of 

developing each independent 

authentication model ,this system 

allows every applying system verity 

its indentity. Users can browse the 

limited resources from Internet once 

they log in. Through LDAP, every 

applying system collects and manages 

the users or organizations information 

by the method of layer structure and 

Object Oriented Database. 

 

RESEARCH METHOD 

The method used is the 

method of SDLC (System 

Development Life Cycle) is a method 

that describes the system 

development life cycle in the design 

and development.  Design and 

Implementation of SSO (single sign 

on) using LDAP Authentication For 

Information System and Hotspot 

Access at PESMA KH MAS 

MANSUR UMS. SSO is a method 

which is used to do login to some 

servers or application. SSO can be 

synchronized with Lightweight 

Directory Access Protocol (LDAP). 



The following stages of the research 

described in lowchat in Figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Flowchart of Research 

 

RESEARCH FINDINGS AND 

ANALYSIS 

Design and implementation of 

single sign on (SSO) uses LDAP 

authentication for information system 

and hotspot system at PESMA K.H 

Mas Mansur UMS started from 

system requirements, design, test, and 

implementation.  

The First is to install SSO server. 

SSO server is used to store username 

and password. The Second is to 

install the application which is used to 

manage username and password. The 

Third step is to configure the 

application. The fourth is to 

synchronize hotspot and information 

system. 

 

Installing LDAP Server 

This is the first step to install 

SSO server. LDAP server is needed 

to store user and data about user. 

Moreover, LDAP can be operated in 

Linux based operating system. The 

author uses Linux Ubuntu server 

12.04. The process of developing 

LDAP may be explained as follows 

as: 

1. Installing Linux Ubuntu Server 

12.04 

2. Installing and configuring 

OpenLDAP 

3. Installing and configuring 

Phpldapadmin 

4. Installing and configuring 

Freeradius 

5. Installing and configuring LDAP 

Account Manager 



Information  System of PESMA (e-

PESMA) 

Information system of 

PESMA (e-PESMA) is an 

information system in PESMA which 

used to manage all students. There are 

some features such as student profile, 

schedule, payment history, laundry 

history, and administration status. 

Students must use their id to use e-

PESMA.  

Figure 2  Display of Login page of e-

PESMA 

 

When students enter the 

main page, then login form is 

available. There is also a menu to 

change SSO password, Hotspot 

password, and e-PESMA. 

 

 

 

 

Figure  3 Display of Changing 

Password Page 

 

 This page is important. By 

entering this page, students can 

change their SSO password. 

 Figure 4 “Profil Mahasiswa” page 

 

This page is a page that 

contains student profile information. 

By entering student profile page, then 

student can see their profile 

completely. Furthermore, student can 

identify their profile whether the 

identity is in conformity with their 

actual data. This page can be accessed 

by appropriate student. 

 



Hotspot Login Page (PESMA Wi-

Fi) 

Before using hotspot 

service, students must login to the 

system. When students want to use 

hotspot service, then the hotspot login 

page will shows automatically.  

Figure 5 Display of Hotspot login 

page (PESMA Wi-Fi) 

 

There are two forms in 

Hotspot login page. Before 

connecting to the hotspot service, 

students must fill the forms.  

Figure 6 Display of Hotspot 

Information Page 

 

This page consists of hotspot 

information and PESMA information 

system (e-PESMA). There are some 

links which direct to e-PESMA.  The 

purpose of links is student can use e-

PESMA maximally. 

 

Figure 6  Display of Hotspot Contact 

Page. 

 

This page contains about 

information of PESMA Wi-Fi and 

information of SSO registration. 

Student can ask IT administrator to 

register new account in work time.  

Figure 7  Display of Successful Login 

Page 

 

After login in to hotspot 

service, student will see successful 

login page. The page contains a link 

which is directed to e-PESMA. 

TESTING SYSTEM 

In order to ensure that the 

system can be run well, the author 

tests the research in PESMA K.H 

Mas Mansur. The result is the system 

can run successfully. It proves that 

SSO which is integrated with 



information system and hotspot 

system can be used by student. 

 

SYSTEM ANALYSIS 

a.  Information System e-PESMA 

 Before  implementation of 

SSO at PESMA information system 

all data username and password 

student save in databases but after the 

implementation of all the data 

username and password stored in an 

LDAP server to simplify data 

management and update data. With 

implementation of SSO at PESMA 

student don't need to memorize many 

username and password to login 

information system and hotspot 

system at PESMA. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8 Login  authentication 

process on information system at 

PESMA before implementation of 

SSO

 

Before implementation of 

SSO authentication process of 

performed by the information system 

in the database by way of checking 

the username and password in the 

user table when the username and 

password correct  user can log into 

the information system. 



Figure 9 Display table user in databases 

information system at PESMA before 

implementation of SSO  

 

Figure 9  is a list of usernames 

and passwords in the user table of the 

database information system at Pesma, 

after the implementation of SSO of 

user table can not be used to log in 

system information because using an 

LDAP server now. 

Figure 10 process on information 

system at PESMA after  

implementation of SSO 

 

 

 

 

 

 

Figure 4.34 Login  authentication  

 

Figure 10 is after 

implementation of SSO authentication 

process is done by the LDAP server by 

checking the username and password in 

the user directory when there are a 

username and password the user can 

log in to system information. 

Figure 11 Display of LDAP Account 

Manager Main Page LDAP Server 

 

Figure 11 is a list of 

information about the account student 

in the LDAP server that is used to 

login to information system and 

hotspot access at PESMA. 

 

b. Hotspot PESMA Wi-Fi 

 Before the implementation of 

SSO at PESMA to hotspot access 

student  using the security key that is 

used to be able to authenticate to 

access an extensive point hotspot and 

connect to the internet. The security 

key can be used by anyone who is not 

even a student Pesma can connect to 

the internet. Due to security 

vulnerabilities if the security key is 

known by those who are not 

responsible for the authentication 



process of the student need one 

account for hotspot login. 

Figure 12 Login  authentication 

process on hotspot system at PESMA 

before  implementation of SSO 

 

 

Figure 12  is the hotspot login 

authentication process is performed 

by the access point using the 

security key that can be used by 

anyone to connect to the internet in 

PESMA. 

 

Figure 13  Display of form security 

key  access point login hotspot before 

implementation of SSO  

 

Figure 14 Login  authentication 

process on hotspot system at PESMA 

after implementation of SSO 

 

Figure 14 is a hotspot in the 

login authentication process PESMA 

after SSO implementations. After the 

implementation of all the data SSO 

student usernames and passwords 

stored in an LDAP server PESMA, 

each student has an account that can 



be used to log into the hotspot. With 

each student has their own account 

one would minimize the use of 

hotspots by an unauthorized person or 

crackers to avoid the destruction of 

the hotspots in PESMA. 

Figure 15  Display of Hotspot login 

page (PESMA Wi-Fi) after 

implementation of SSO 

 

Figure 15  is the hotspot login 

page, every student who wants to 

hotspot service receipts are required 

to login first is by using the username 

and password that have been 

registered in the LDAP server. 

Advantage 

There are some advantages of the 

system. 

1. Student only need one account to 

login to information system and 

hotspot system. 

2. There is only a server to add, edit, 

and delete the data. 

3. Simplify of user management and 

update data. 

Disadvantage 

1. If  the administrator is hacked, 

then all data cannot be protected. 

Conclusion 

Based on the system analysis, the 

author may conclude that: 

1. The SSO implementation 

helps student for using 

information system and 

hotspot access with one 

account login that has been 

registered. 

2. SSO helps administrator to 

organize data about user who 

access system. It is caused by 

the use of LDAP as single 

user data. Furthermore data is 

stored centrally in one server. 

3. Before SSO implementation 

student must memorize many 

usernames and passwords to 

login to different information 

systems include hotspot 

system but after implementing 

SSO students need only to 

memorize one username and 

password to login to any 

information system and 

hotspot access.  
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